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Abstract
In today’s technology, securing a system is an essential issue. Numerous procedures are given to secure
system. Cryptographic is a strategy of changing a message into such frame which is ambiguous, and
afterward retransforming that message back to its unique shape. If you want to keep your information safe
and secret, you have the possible strategies are: hide the existence of the information or make the
information unintelligible. Cryptography is the art and science of keeping information secure from
unintended audiences, of encrypting it. Cryptography is a method used to store and transmit data in a secret
form so that only those for whom it is intended can read and process it.
Keywords: RSA (Rivest Shamir Aldeman), El-gamal, Asymmetric cryptography, Public Key.
INTRODUCTION
With the globalization in the e-commerce, where everything is digital and is done online, may it be online
shopping, money transfer, e-banking, e-voting, e- registration, sending email, security is the main priority.
Reliance on electronic communications makes information vulnerable to unauthorized users. Hence the users
need confidentiality, message integrity, sender non-repudiation and sender and authentication
Cryptography Goals
Listed below are the five main reasons what Encryption is implemented for:
a. Authentication: This can be achieved in two ways: Peer entity Authentication and Data Origin
Authentication
b. Privacy/Confidentiality: This is to protect data from unauthorized access, may it be whole messages, part of
data and even existence of a message. With this, data transmission can be combatted via passive attacks.
c. Integrity: This is to ensure that the receiver receives the data just the way it was intended without any
alteration. Basically, this is achieved by check sum of IPv4 packets.
d. Non-repudiation: When the message is transferred, the receiver can prove that it was sent by a particular
sender. This confirms that neither sender or receiver denies for sending/receiving a message
e. Service Reliability and Availability: The online systems can easily be attacked by hackers, intruders and that
can affect the services to the system users.
Asymmetric Cryptography
Asymmetric cryptography makes use of public & the private key for encrypting and decrypting the data. It is
also known as public key cryptography. Keys can be defined as large numbers that are paired together, but
they are not identical. The public key is the one that can be shared with anyone. Private Key is the one that is
used as a secret. (Ronald, 1990) One of the keys is used for encrypting the data and other is used for the
purpose of decryption. There are several protocols that are used for encryption & the digital signature
function. It can be used in the software program like the web browser that can be used for establishing a
secure connection over the insecure network or it can also be used for validating the digital signature.
(Norman, 2008) As asymmetric encryption provides the authenticity, integrity, non-repudiation, and

confidentiality, then the system and the users should be certain the public key is authentic, and it has not
tampered, and it belongs to the person claimed.
This concept makes use of the key pairs. Data that is encrypted by the public key can be decrypted by the
private key so for the sender to send the encrypted message to the recipient, then senders need the public
key of the recipient. (Ronald, 1990)
Bob & Alice needs to exchange the message using the insecure channel and there is need ensure that
information that is sent can’t be read by a 3rd party like Eve. Bob & Alice encrypts a message using
asymmetric cryptography and for the same purpose, Bob needs the public key of the Alice. The public key can
be viewed by anyone like Eve. The key becomes visible to the public through the public server or an email. In
the same way as Bob, Using the public key of Alice, he can encrypt the message and can send to anyone. The
message sent by Bob can be decrypted by a private key of the Alice. (Norman, 2008)
EXAMPLE OF ASYMMETRIC CRYPTOGRAPHY: CLEF
When a user signs up for the clef, then it generates the private & public key and sends the public key to the
server. When a user logged in, then a message is sent with the private key to the server. The message that is
sent by private key can be verified using public key and only private key can generate the message. Hence, if
the attacker has the public key even then he can’t log in its system as they need the private key that gets
generated on the phone and stored as encrypted on the phone and does not get transmitted. (Ronald, 1990)
STRENGTHS OF ASYMMETRIC CRYPTOGRAPHY
a. Message authentication: It allows the use of the digital signature, so the recipient of the message can be
verifying that message truly comes from the specific sender.
b. Convenience: It solves the problem about the distribution keys for the encryption where public keys are
published, and private ones are kept as secret.
c. Non-repudiation: The messages are digitally signed just like the physical ones, so it acknowledges the
message and sender can’t deny it. (Ayushi, 2010).
d. Detection of tampering: In asymmetric cryptography, digital signatures are used so the recipient of the
message can detect if the message is altered or not.
WEAKNESSES OF ASYMMETRIC CRYPTOGRAPHY
1. Slow process: Asymmetric cryptography is a slow process as compared to the symmetric cryptography, so it
is not a suitable method to decrypt the bulk messages.
2. The authenticity of public keys: Public keys are not authenticated as no one knows that key belongs to the
specific individual, so the user needs to very that public key belongs to them.
3. Private Key loss: In case of loss of the private key then received messages can’t be decrypted. (Norman,
2008)
4. Security compromise: If the private key gets identified by the attacker then he can read all the messages.
ALGORITHMS THAT IMPLEMENT ASYMMETRIC CRYPTOGRAPHY
RSA ALGORITHM

It is the most proven and employed one. It was invented by 3 scholars, Ron Rivest, Len Adleman and Aid
Shamir.
RSA Key pair: When a user needs to participate in communication by using encryption then there is a need to
generate a pair of keys and they are private and public keys. (Ayushi, 2010) There is a process that is followed
in keys generations. Firstly, the RSA modulus is generated and then the derived number is found out then
public key is formed and the private key is generated.
Encryption / Decryption: Once the pair of key gets generated then the process of encryption or decryption
are carried out. RSA operated on numbers modulo n. The plain text is represented as series of numbers that
are less than n. (Ronald, 1990)
RSA encryption: If the sender wants to send a text message to someone with a public key (n,e) then sender
represent plain text as a series of numbers that are less than n. P
laintext P is encrypted using C = P^e mod n.
Cipher text C is equivalent to plaintext P that is multiplied itself e times and it is reduced modulo n.
RSA decryption: It is a straightforward method. If the receiver has a public key pair (n,e) and cipher text C. C is
raised to the power of private key d and result modulo n is plaintext P. (Ayushi, 2010)
RSA Analysis: RSA security depends on the strength of Encryption function and key generation. It is most
popular one. The encryption function is a one-way function to convert plain into cipher-text and can be
reversed using private key d. Difficult to determine private key from RSA public key is factoring modulus n.
DIFFIE HELLMAN KEY EXCHANGE ALGORITHM
It is called as an exponential key exchange. It is a method to digital encryption that makes use of numbers
that are raised to some power to get decryption key that is based on components that do not get
transmitted directly. (Ronald, 1990) Two users Alice and Bob are communicating with each other over the
private channel and they mutually agree on some positive whole numbers, let’s say, p & q and p is prime
number & q is a generator of it. q is when raised to positive whole number power that is less than p never
produces the same output for any two whole numbers. (Ayushi, 2010)
They do not divulge the personal key to anyone and they memorize time. Both of them compute the prima
key on the basis of the formula.
a* = qa mod p
and
b* = qb mod p
They share their public key over communication medium like the internet. From these key, number x is
generated by either of them on the basis of personal keys. (Ronald, 1990)
Alice computes
x = (b*)a mod p
and Bob computes:

x = (a*)b mod p
Value of x will be same and both of them can communicate privately over public medium with encryption
method using decryption key x.
STRENGTHS OF DIFFIE HELLMAN KEY EXCHANGE:
1. It is an exponential key exchange and digital encryption method.
WEAKNESS OF DIFFIE HELLMAN KEY EXCHANGE:
1. They need to agree on the value of p & q as they chose personal keys a & b.
DIGITAL SIGNATURE ALGORITHM
It is used by the recipient of the message to ensure that message does not get altered during transmission
and the identity of the originator is not certain. It is the electronic version of a written signature that can use
to prove to the recipient that message was signed by the originator. It may be generated for stored programs
and data so data and program integrity can be verified later on. (Ayushi, 2010)
Process:
1. Message digest gets encrypted by private key of the Bob and it is a digital signature.
2. Digital signatures get attached to message and then sent to Alice.
3. Alice verified it by decryption signature using public key and its result in message digest. (Ronald, 1990)
4. Alice hashes message and results in message digest. It both the message digest are same then Alice makes
sure that Bob signed the message and it is not altered.
5. The encryption algorithm that is used ensures the confidentiality and hashing algorithm ensures the
integrity of data. Digital Signing of documents ensures that message is authenticated, and it ensures the
non-repudiation.
It enforces features of confidentiality, authentication, and non-repudiation. They ensure the authenticity of
the business transactions. It makes use of the public key encryption. It is a string of bits. Let’s consider an
example where Bob wants to send digitally signed a message to Alice. Digital signature makes use of public
key encryption where Bob and Alice have a public-private key pair. Some steps are followed for creating a
digital signature and use it to send and receive messages between them. (Ayushi, 2010)
STRENGTHS OF DIGITAL SIGNATURE ALGORITHM:
1. It has the feature of Message authentication, Non-repudiation, Data integrity. It is an electronic version of
the written signature that can be used to prove the recipient that message was signed by the originator.
WEAKNESS OF DIGITAL SIGNATURE ALGORITHM:
1. It makes use of the public key encryption.
Modern Applications that utilize Asymmetric Cryptography

X.509 is a standard describing a system that can be used for encryption, digital signatures, etc. Basically, a
certificate is like a digital ID card – it verifies that you are who you say you are, at least according to the
group or individual that issued the certificate. These certificates are used for secure web browsing, and can be
used for signing and/or encrypting email using a variety of email programs ( specifically Mail.app in Panther,
in my case ). X.509 email is used in the S/MIME standard. This is similar to, but incompatible with, PGP/MIME.
In cryptography, X.509 is an important standard for a public key infrastructure (PKI) to manage digital
certificates, public-key encryption and a key part of the Transport Layer Security protocol used to secure web
and email communication. An ITU-T standard, X.509 specifies formats for public key certificates, certificate
revocation lists, attribute certificates, and a certification path validation algorithm. An X.509 certificate is a
digital certificate that uses the widely accepted international X.509 public key infrastructure (PKI) standard to
verify that a public key belongs to the user, computer or service identity contained within the certificate.
Structure of X.509 Certificate
Another Application of Asymmetric Encryption (iOS Data Security)
Asymmetric key encryption describes a class of algorithms using a a public and private key pair, to encrypt
and decrypt. The public key can be used to decrypt data that was encrypted by the private key, and viceversa.
This solves the key transmission problem with symmetric encryption because the private is never transmitted,
only the public key. Once someone has the public key they can be sent data that has been encrypted using
the private key.
The Diffie-Hellman key exchange method is a good example of using symmetric and asymmetric keys
together. When two parties open a secure communication channel they start off using Public key encryption
only long enough to agree upon a symmetric session (ephemeral) key, which will be used to encrypt further
communication. Since the communication is encrypted with an ephemeral key, disclosure of the private
asymmetric key will not allow decrypting of old messages.
Why industry choose Asymmetric Encryption over Symmetric Encryption despite being slower.
The issue with secret keys is trading them over the Internet or an extensive system while keeping them from
falling into the wrong hands. Any individual who knows the secret key can decode the message. One answer
is awry encryption, in which there are two related keys- – a key match. An open key is made uninhibitedly
accessible to any individual who should need to send you a message. A moment, private key is kept secret,
with the goal that lone you know it.
Any message (content, double records, or reports) that are encoded by utilizing public key must be decoded
by applying a similar calculation, however by utilizing the coordinating private key. Any message that is
encoded by utilizing the private key must be unscrambled by utilizing the coordinating public key.
This implies you don’t need to stress over ignoring public keys the Internet (the keys should be open). An
issue with deviated e
ncryption, notwithstanding, is that it is slower than symmetric encryption. It requires significantly all the more
preparing energy to both encode and unscramble the substance of the message.
CONCLUSION
Asymmetric cryptography can be used in the software program like the web browser that can be used for
establishing a secure connection over the insecure network or it can also be used for validating the digital

signature. (Ronald, 1990) Data that is encrypted by the public key can be decrypted by the private key so for
the sender to send the encrypted message to the recipient, then senders need the public key of the recipient.
Digital signature makes use of the public key encryption. It is the practical application of Symmetric
cryptography. Digital signature makes use of public key encryption. SSL is a practical application of
Asymmetric cryptography. It uses public and private key pair and a symmetric session key that is one-time
use key that is used for the purpose of encryption and the decryption. (Norman, 2008)
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